
Data Security 
and Protection 
Toolkit 2024-25
CAF aligned DSPT - Overview and 

background

This session is being recorded and will be 

uploaded to the CAN workspace

NHS England

04 July 2024



2

Housekeeping

• The session is being recorded and is a one-way broadcast, please use the Q&A 

function to ask any questions

• The slides and recording will be uploaded to the CAN workspace after the session

• If you experience any technical issues, please leave and re-join the call

Agenda for today

1. Overview and background session

2. Demonstration of the new user interface

3. Question and answer session

Welcome and agenda for today
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Webinar content

➢ Introducing the CAF-aligned DSPT, health and care overlay

➢ Things that stay the same – audits, SIRO sign-off, support inbox for queries

➢ ‘Essential functions’ scoping exercise

➢ Explaining the ‘standards met’ profile for year 1

➢ How to collaborate between teams to manage toolkit submission

➢ How to write supporting statements

➢ How to provide evidence

➢ Demo of the new user interface

➢ Q&A session

Session 1 – overview and background
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What is 
happening and 
why?
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What you need to know 

• In September 2024 the DSPT will be changing to adopt the National Cyber Security Centre’s 
Cyber Assessment Framework (CAF) as its basis for cyber security and IG assurance.

• This change will lead to NHS Trusts, CSUs, ALBs and ICBs seeing a different interface when they 
log in, which sets out CAF-aligned requirements in terms of Objectives, Principles and Outcomes. 

• The goal of the CAF is to set out broad principles to drive good decision-making, rather than a 
“compliance checklist” of good practices.

• Expectations for cyber security and IG controls should remain at a reasonably comparable level to 
the current DSPT, tightening only in areas where NHSE and DHSC believe the higher standard to 
be a necessary obligation.

• Guidance will be produced and webinars have been stood up to help organisations understand the 
content, approach and expectations of the CAF-aligned DSPT.
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Context

• Progress since 2018

• Cohesion

• Forecasting

• Responsiveness

• Adoption of Cyber Assessment Framework (“CAF”)

Data Security and Protection Toolkit (DSPT)
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The goals of moving to the CAF-aligned DSPT are to:

• Emphasise good decision-making over compliance, with better understanding and 
ownership of information risks at the local organisation level where those risks can 
most effectively be managed

• Support a culture of evaluation and improvement, as organisations will need to 
understand the effectiveness of their practices at meeting the desired outcomes – and 
expend effort on what works, not what ticks a compliance box

• Create opportunities for better practice, by prompting and enabling organisations to 
remain current with new security measures to meet new threats and risks

Why is the DSPT changing?
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Staged approach for DSPT

Summer 2023

‘Staff training’ 
requirement 
changed to an 
outcome

Summer 2024

Large NHS 
organisations 
moved to CAF 
view

Summer 2025

Large private 
sector 
organisations 
moved to CAF 
view

Future

Other 
organisations’ 
requirements 
derived from 
CAF

Engagement and consultation
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Understanding 
the CAF
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“Pure CAF” structure

Objective A

Managing security risk

Objective B

Protecting against cyber attack

Objective C

Detecting cyber security events

Objective D

Minimising the impact of cyber 

security incidents
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CAF profiles

• Organisations are not expected (ever) to reach ‘Achieved’ on every outcome

• A ‘CAF profile’ sets the expectation for each outcome, for a given year:
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The role of ‘Partially Achieved’



13

Implementing the CAF 
in health and care
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Health and care ‘CAF overlay’ (1)

Objective A

Managing risk

Objective B

Protecting against cyber attack and 

data breaches

Objective C

Detecting cyber security events

Objective D

Minimising the impact of incidents

Objective E

Using and sharing information 

appropriately
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Health and care ‘CAF overlay’ (2)
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Health and care ‘CAF overlay’ (3)
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What is staying the 
same?
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DSPT functionality - not changing (1/2)

Name and URL

Data Security and Protection 

Toolkit

Web address unchanged 

https://www.dsptoolkit.nhs.uk/ 

Deadlines

Final Publication 30 June 2025

Standards Met

Organisation has met 

expectations

Requirement for Audit

Audit Guidance being updated

Launch with DSPT

SIRO sign off

Requires formal sign off 

SIRO level for 24-25.

https://www.dsptoolkit.nhs.uk/
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DSPT functionality - not changing (2/2)

Interim Assessment

Interim Publication by 31 

December 2024

Improvement Plan 

Organisations not meeting 

expectation complete 

Improvement plan

Access to history 

Previous years DSPT 

assessments can be accessed

Not transferred over though

Organisation Search

DSPT Status in public domain 

Search for other organisations 

DSPT Status 

Support

Exeter Helpdesk

Webinars

Guidance
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What is Changing?
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DSPT functionality - what’s changing

Exemptions

No exemptions for NHS Mail 

or Cyber Essentials + 

certification

Data Security 
Standards

Cyber Assessment framework 

replacing the 10 Data Security 

Standards 

Evidence 

Ability to upload any evidence 

type to any outcome

Respond at Outcome

Higher level than evidence 

item

Likely to need input from 

Cyber, IT operations and IG

Standards Exceeded

Not available for 24-25

To be considered for 25-26



22

‘Essential functions’
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‘Essential functions’

Essential service
(example for NHS trusts and foundation trusts)

Healthcare

services

Essential functions Nursing
Booking

appointments
Catering

Systems that support the 

operation of essential 

functions

Patient

administration

system

Electronic

patient

record

Payroll
Network

infrastructure

Food

inventory

system
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Standards Met in 2024-25
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Continuity of expectations

1. DSPT evidence items mapped 
to CAF outcomes

2. Coverage for each CAF 
outcome

3. ‘Legacy’ CAF profile (right)

4. Proposed ‘year 1’ profile, 
intended to be no less 
stringent than current DSPT
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Step 1 – DSPT to CAF mapping
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Step 1 – DSPT to CAF mapping
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Step 1 example – A1.c Decision-making

1.3.3 / 1.3.5

DSPT assertions

1.3.3

SIRO responsibility for data security has been assigned.

1.3.4

There are clear documented lines of responsibility and 

accountability to named individuals for data security and data 

protection.

1.3.5

Your organisation operates and maintains a data security and 

protection risk register (including risks from supply chain) 

which links to the corporate risk framework providing senior 

visibility.

1.3.4

1.3.4

1.3.5

1.3.5
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Step 2 – CAF to DSPT mapping
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Step 3 – DSPT coverage of CAF outcome
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Step 4 – ‘Legacy’ CAF profile from DSPT

<  means level partially met

m means DSPT

mandatory items

nm means DSPT

non-mandatory items
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Step 5 – increased outcomes and gap analysis

No proposed change over legacy profile

(reasons vary)Proposed increase over legacy profile



33

Step 5 example – A2.a Risk Management Process

Legacy:

NA (some PA)

Proposal:

PA

Gap analysis:

Link from risk assessment 

to controls (PA#1,3)

Challenge:

Low
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Step 5 example –
A4.a Supply Chain

Legacy:

Mandatory: NA

Non-mandatory: PA

Proposal:

PA

Gap analysis:

Contracts (PA#3), assurances 

(PA#4,6) and consideration of 

incidents (PA#5)

Challenge:

Moderate
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Expectations for Standards met:

Objective A - Managing risk
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Expectations for Standards met:

Objective B - Protecting against 
cyber attack and data breaches
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Expectations for Standards met:

Objective C - Detecting cyber 
security events
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Expectations for Standards met:

Objective D - Minimising the impact 
of incidents



39

Expectations for Standards met:

Objective E - Using and sharing 
information appropriately
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Planning for DSPT in 
24-25
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Completing the DSPT 24-25 – Initial Review

Scoping Exercise

• Based on essential function

• For nearly all NHS organisations this 

will be the full organisation

• Should include all information, 

systems and networks which support 

essential function

• Are there any parts of your 

organisation which do not support the 

delivery of the essential function?

• If there are, these can be deemed out 

of scope of the DSPT assessment  

• Specific guidance available

Allocate Ownership

• Review the outcome and decide 

who is best to own the outcomes.

• This may change once you get into 

the detail of the Indicators of good 

practice

• Some of them are clear, others will 

need a team effort 

Initial Assessment

• Owners review indicators of good 

practice

• Make an initial assessment of 

where, based on existing practices 

your organisation sits on the 

achievement levels

• You must be able to meet all of the 

indicators of good practice unless 

you can justify that you have 

achieved the outcome by different 

means.

• Guidance available for each 

outcome
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Completing the DSPT 24-25 – Planning to deliver

Review against Profile

• Profile sets out expectations to 

achieve Standards met

• Compare organisations position to the 

profile

• Speak to wider team and peer review 

responses if appropriate

• Take this down to Indicators of Good 

Practice level within the outcomes

• For each outcome you will have a 

plan to reach the achievement level 

(i.e. Partially achieved/Achieved)

• This should be down to Indicators of 

good practice level.

• This may take some time during the 

year.

Gap Analysis

• Produce a gap analysis of where 

you are against the expected 

achievement level to be Standards 

met

• Produce this as a report to share 

internally to show readiness for 

DSPT 24-25.

Work off plan
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Planning for DSPT in 
2024-25
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Allocating Owners

Each Outcome can be allocated an owner

Owner must be a user on the DSPT

This links to the filters

Owners and admins can Save as complete
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Completing the assessment

Each Outcome has a reference number 

and a separate page
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Completing the assessment

Each Outcome has a reference number 

and a separate page

The expected achievement level is 

emphasised 
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Completing the assessment

Each Outcome has a reference number 

and a separate page

The expected achievement level is emphasised

Each Outcome has a link to the guidance 
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Completing the assessment

Each Outcome has a reference number 

and a separate page

The expected achievement level is emphasised

Each Outcome has a link to the guidance 

The achievement level has indicators of 

good practice with reference numbers
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Completing the assessment

Each Outcome has a reference number 

and a separate page

The expected achievement level is emphasised

Each Outcome has a link to the guidance 

The achievement level has indicators of 

good practice with reference numbers

The outcome must have a 

Supporting Statement
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Supporting Statement

Each Outcome requires a supporting 

statement to enable you to Save as Complete

Should justify your decision on 

achievement level

Should help your SIRO, an auditor, 

DHSC/NHS England or your team understand

the decision

Cross reference to evidence and include 

details of decision makers

The achievement level has indicators of 

good practice with reference numbers

Example supporting statements will form 

part of guidance materials
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Evidence the assessment

For every outcome you can include:

Uploaded documents

Internet/Intranet links

Text

Uploading documents is optional and you can 

Save as complete without uploading any 

documents



52

Evidence the assessment

Use evidence to justify your decision on 

achievement level

Should help your SIRO, an auditor, 

DHSC/NHS England or your team understand

the decision

Securely stored and NOT releasable 

under Freedom of Information
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Saving the assessment as you go

For each outcome you can :

Save as draft

or

Save as complete

You cannot publish until all outcomes 

are marked as Save as complete
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Seeing who last updated the 
outcome

For each outcome you can :

See who last updated it

And

When it was last updated
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Specific Data Collections

In a few specific areas, the CAF will 

be bolstered by explicitly-worded 

data collections which users 

will need to provide to meet 

an outcome

These are in Unsupported systems, 

and Top 3 Data Security Risks

You cannot Save as complete until the data 

collection is complete
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Policy Collections

In a few specific outcomes, the DSPT will be 

bolstered by explicitly-worded policy requirements 

These are in Audit, Multi-Factor Authentication 

and Responding to a cyber alert

You cannot meet the outcome achievement level  

without meeting the policy requirement

You cannot Save as complete until the policy 

requirement is answered
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Guidance



• pointing toolkit users to practices they 

are already doing under the current 

DSPT regime, highlighting where those 

practices fall in the new CAF-based 

framework

• highlighting areas where the CAF-based 

requirements go beyond the current 

DSPT regime

• providing brief summaries of key 

concepts where relevant, such as risk 

assessments, key data protection and 

security roles (but not going into great 

detail, ensuring specific decisions are left 

to judgment of organisations)

Approach (1/2)



• suggesting evidence for toolkit users to 

upload to support their responses

• giving interpretations of specific terms 

within the indicators of practice

• linking to external guidance from 

authoritative sources such as NCSC and 

ICO

Approach (2/2)



Stakeholder review (A Big Thank You)

Group: Frontline professionals, wider NHS & external stakeholders

Consulted on: Clarity and overall approach of the CAF-aligned DSPT guidance

Result: Sections added, clarification on key concepts & terms

Stakeholders involved:

Health 

Research 

Authority

NHS Privacy, 

Transparency, 

Trust team

NHS Counter 

Fraud 

Authority

NHS 

Resolution

National 

Data 

Guardian

Information 

Commissioner’

s Office

Care 

Quality 

Commission

National

Cyber Security

Centre

Meds & 

Hlthcare 

Products Reg 

Agency

NHS Business 

Services 

Authority

NHS Blood 

& Transplant

National 

Institute for 

Health & Care 

Excellence

UK Health 

Security 

Agency

Human 

Tissue 

Authority

Human Fert’tion 

and 

Embryology 

Authority

DSPT 

Working

Group

T&F frontline 

professionals
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Demonstration
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Question and 
answer session



63

Date and time Topics to be covered

Tuesday 9th July 10:00 – 11:30 Objective A – managing risk

Thursday 18th July 10:00 – 11:30 Objective B – Protecting against cyber attack and data breaches

Wednesday 31st July 10:00 – 11:30 Objective E – Using and sharing information appropriately and 

update on DSPT audits

Thursday 8th August 14:00 – 15:30 Objective D – Minimising the impact of incidents

Wednesday 14th August 14:00 – 15:30 Objective C – Detecting cyber security events

Next webinars

Please use the link below to register for the webinar series: 

CAF-aligned DSPT 2024-25 webinar series | NHS England Events

You can ask any questions in advance of the webinar using this form.

If you are interested 

https://www.events.england.nhs.uk/events/caf-aligned-dspt-2024-25-webinar-series
https://forms.office.com/pages/responsepage.aspx?id=slTDN7CF9UeyIge0jXdO4-uptrVomCxCjZA2QoicZ2hUNVdCQUNKTklYN1QzME81RkgyU1FDNUNNVS4u
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Thank You

        @nhsengland

        company/nhsengland

 england.nhs.uk

End slide
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