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Housekeeping

• The session is being recorded and is a one-way broadcast, please use the Q&A function to ask 
any questions

• The slides and recording will be uploaded to the CAN workspace after there will be a link to the 
recordings for non-CAN members

• The first three webinars have been uploaded to YouTube (unlisted) and can be accessed here:

Webinar 1 Background and overview: https://www.youtube.com/watch?v=BG6YE1h4W40
Webinar 2 Objective A - Managing risk: https://www.youtube.com/watch?v=2aZ6TyEkUgc
Webinar 3 Objective B - Protecting against cyber attack and data breaches: 
https://youtu.be/IP0Fs1iX1WU

• If you experience any technical issues, please leave and re-join the call

Agenda for today

1. Overview of Objective E

2. Quiz on ‘essential functions’

3. Question and answer session

Welcome and agenda for today

https://www.youtube.com/watch?v=BG6YE1h4W40
https://www.youtube.com/watch?v=2aZ6TyEkUgc
https://gbr01.safelinks.protection.outlook.com/?url=https%3A%2F%2Fyoutu.be%2FIP0Fs1iX1WU&data=05%7C02%7Csofyanah.ramzan%40nhs.net%7C928e44504c3549c1ffb708dcabc29741%7C37c354b285b047f5b22207b48d774ee3%7C0%7C0%7C638574099445383005%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C0%7C%7C%7C&sdata=1q0RL76N50KemIzGxc%2Fxc%2FGEdFuIs6hS%2BUGdqAf16KM%3D&reserved=0
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Webinar content

➢ Overview – what is in the Objective and which teams need to be involved in 

responding to it?

➢ Contributing outcomes – Walking through E1 and E2

➢ Half Time Quiz (‘essential functions’)

➢ Contributing outcomes – Walking through E3 and E4

➢ Q&A session

Session 3 – Objective E – Using and sharing information appropriately
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What is 
happening and 
why?



5

What you need to know 

• In September 2024 the DSPT will be changing to adopt the National Cyber 

Security Centre’s Cyber Assessment Framework (CAF) as its basis for cyber 

security and IG assurance.

• This change will lead to NHS Trusts, CSUs, ALBs and ICBs seeing a different 

interface when they log in, which sets out CAF-aligned requirements in terms of 

Objectives, Principles and Outcomes. 
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Staged approach for DSPT

Summer 2023

‘Staff training’ 
requirement 
changed to an 
outcome

Summer 2024

Large NHS 
organisations 
(Trusts, ALBs, 
CSUs and 
ICBs) moved to 
CAF view

Summer 2025

IT Suppliers 
and OES 
organisations 
moved to CAF 
view

Future (earliest 
Summer 2026)

Other 
organisations’ 
requirements 
derived from 
CAF

Engagement and consultation
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Objective E - 
Using and sharing 
information appropriately
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Objective E is not “the one IG section”

Objective A – Managing risk

Objective B – Protecting against 

cyber attack and data breaches

Objective D – Minimising 

the impact of incidents

Privacy risk 

Data protection impact assessments

Data protection by design & by default

IG roles & responsibilities

Information asset register (IAR)

IG policies & processes

Record of processing activities (ROPA)

Secure storage of data (inc. paper records)

Secure transit of data (inc. paper records)

Training

Culture

Responding to data breaches

Notifying impacted individuals

Post-breach controller obligations

Root cause analysis
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Objective E – Using and sharing 
information appropriately
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You follow best practice for providing privacy and transparency 

information to ensure that all individuals have a reasonable 

understanding of their rights and how their information is being 

used.

Principle: 

E1 Transparency

Contributing outcome: 

E1.a Privacy and transparency 
information

Privacy information is unclear, 

overly complex or does not use 

accessible language.

complete and up to date, complete and up to date,
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Principle: 

E1 Transparency

Contributing outcome: 

E1.a Privacy and transparency 
information

Mapping, Guidance and Evidence to 
upload
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Principle: 

E1 Transparency

Contributing outcome: 

E1.a Privacy and transparency 
information

Mapping, Guidance and Evidence to 
upload
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Principle: 

E1 Transparency

Contributing outcome: 

E1.a Privacy and transparency 
information

Mapping, Guidance and Evidence to 
upload
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You appropriately assess and manage information rights 

requests such as subject access, rectification and objections.

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.a Managing data subject 
rights under UK GDPR
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.a Managing data subject 
rights under UK GDPR
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.a Managing data subject 
rights under UK GDPR
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.a Managing data subject 
rights under UK GDPR
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You have a good understanding of requirements around consent 

and privacy, including the common law duty of confidentiality, 

and use these to manage consent.

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.b Consent

Relevant staff members are not 

familiar with the common law duty 
of confidentiality or privacy rights or 

do not understand when they need 

to ask for consent.

Information provided to patients and

Relevant staff members 

understand consent under the 
common law duty of confidentiality, 

when they can rely on implied 

consent, and when they need to 
ask for or refresh existing explicit 

consent. 

Information provided to patients 

and service users about the use 
and sharing of information and 

consent is appropriate and clear. 
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.b Consent
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.b Consent
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.b Consent



28

A robust policy and system is in place to ensure opt-outs are 

correctly applied to the information being used and shared by 

your organisation. 

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.c National data opt-out 
policy
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.c National data opt-out 
policy
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Mapping, Guidance and Evidence to 
upload

Principle: 

E2 Upholding the rights of 
individuals

Contributing outcome: 

E2.c National data opt-out 
policy
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Half time quiz
(‘essential functions)
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‘Essential functions’

essential

function(s)

essential function(s).

essential function(s).

essential function(s)

essential function(s)

function(s)

essential

essential function(s) essential function(s)

essential function(s).
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Scoping essential functions

Before you begin your CAF-aligned 

DSPT submission, you need to conduct 

a scoping exercise to produce a 

document outlining: 

• your essential functions

• the information, systems and 

networks which support them

Essential service

Essential functions

Information, 

systems and 

networks
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‘essential functions’

Use your business impact 

assessments as a starting reference 

point for the activities which you may 

want to define as “essential functions”
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‘information, systems and networks’

Information assets are 

identified in your information 

assets & flows registers

Systems (and networks by 

implication) are identified in 

your existing inventories of 

hardware and software assets

Network architecture diagrams

show how information, systems, 

networks fit together
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‘Essential functions’

essential

function(s)

essential function(s).

essential function(s).

essential function(s)

essential function(s)

function(s)

essential

essential function(s) essential function(s)

essential function(s).

All these indicators of good practice are referring to essential functions and information, 

systems and networks which you will have documented in your scoping exercise 
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Criteria for your DSPT ‘essential functions’ scope 

Does it support the provision of your essential service(s)?

OR

Does it hold personal data?

OR

If compromised by an incident, could it have a cascading impact across your other 

systems and networks?

If ANY of the above apply, the information / asset / system / network 

should be included in the scope of your DSPT assessment
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Scenario 1

An organisation’s electronic patient record (EPR) system.

Would the organisation’s EPR be included in the scope of their DSPT assessment?

a) Yes

b) No
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Scenario 1

Answer: Yes.

• EPR supports the organisation’s provision of healthcare services

• EPR holds personal data

• EPR could have a cascading impact across other systems and networks if 

compromised by an incident

An organisation’s electronic patient record (EPR) system.
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Scenario 2

Systems supporting a hospital’s retail facilities which:

• Do not support the provision of healthcare services

• Do not hold any personal data

• Have been properly segmented from all other information, systems and networks 

within the hospital, such that the assessment would be that they have no cascading 

impact across other systems and networks if compromised

Would the systems supporting these retail facilities be included in the scope of a DSPT 

assessment?

a) Yes

b) No
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Scenario 2

Systems supporting a hospital’s retail facilities which:

• Do not support the provision of healthcare services

• Do not hold any personal data

• Have been properly segmented from all other information, systems and networks 

within the trust, such that the assessment would be that they have no cascading impact 

across other systems and networks if compromised

Answer: No.

• These particular systems do not support the organisation’s provision of healthcare 

services

• These particular systems do not hold personal data

• These particular systems are assessed to not have a cascading impact if compromised by 

an incident
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Scenario 3

Children’s entertainment systems on a particular ward, which:

Do not support the provision of healthcare services

Do not hold any personal data

Are not properly segmented from all other information, systems and networks within 

the hospital. There could be a cascading impact across other systems and networks if 

compromised.

Would these entertainment systems be included in the scope of a DSPT assessment?

a) Yes

b) No
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Scenario 3

Children’s entertainment systems on a particular ward, which:

Do not support the provision of healthcare services

Do not hold any personal data

Are not properly segmented from all other information, systems and networks within 

the trust. There could be a cascading impact across other systems and networks if 

compromised.

Answer: Yes.

• These particular systems do not support the organisation’s provision of healthcare 

services

• These particular systems do not hold personal data

• These particular systems could have a cascading impact if compromised by an incident
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You lawfully and appropriately use and share information for 

direct care.

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for direct care

Relevant staff members do not 
understand what direct care is, 
the activities it covers and when 
they should use and share 
information to facilitate it.

Information is not always used 
or shared when it is needed for 
direct care.

Information being used or 
shared for direct care is either 
inadequate or excessive.

You are unsure whether 
individuals would reasonably 
expect their information to be 
used or shared in all instances 
where your organisation does 
so.

There are no arrangements in 
place for routine information 
sharing for direct care.

There is no process to share 
data for non-routine ad hoc 
direct care purposes, or it is not 
always followed.

NA#1

NA#2

NA#3

NA#4

NA#5

NA#6

Relevant staff understand what 
direct care is, the activities it 
covers, and when they should use 
or share information to facilitate it.

Information is used or shared for 
direct care when it is needed.

Information which is used or 
shared for direct care is relevant 
and proportionate.

When information is used or 
shared for direct care, individuals’ 
reasonable expectations and right 
to respect for a private life are 
considered. 

Your organisation has a process in 
place to enable appropriate non-
routine ad hoc data sharing for 
direct care purposes.

There are appropriate 
arrangements in place for 
information sharing for direct care.

A#1

A#2

A#3

A#4

A#5

A#6
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for direct care
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for direct care
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for direct care
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You lawfully and appropriately use and share information for 

purposes outside of direct care.

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.b Using and sharing 
information for other 
purposes

Relevant staff members are not 
aware of the circumstances 
under which information might 
be used or shared outside of 
direct care. 

Your organisation’s practices for 
using and sharing information for 
purposes outside of direct care 
do not satisfy legal requirements 
including the common law duty 
of confidentiality, UK GDPR or 
individuals’ right to respect for a 
private life.

Individuals are not appropriately 
informed when their information 
is used or shared for purposes 
outside of direct care.

There are no arrangements in 
place for routine information 
sharing outside of direct care.

You don’t maintain an up-to-date 
disclosure log detailing requests 
for individuals’ information for 
purposes outside of direct care 
and sharing decisions your 
organisation has made.

There is no record of the lawful 
basis for disclosures that you 
have made.

NA#1

NA#2

NA#3

NA#4

NA#5

NA#6

Relevant staff members 
understand which of your 
organisation’s activities for using 
and sharing information fall 
outside of direct care.

Your organisation’s practices for 
using and sharing information for 
purposes outside of direct care 
satisfy legal requirements 
including the common law duty 
of confidentiality, UK GDPR and 
individuals’ right to respect for a 
private life.

Your organisation clearly 
communicates to individuals 
where their information may be 
used or shared for purposes 
outside of direct care.

You maintain a disclosure log 
which details requests for 
individuals’ information for 
purposes outside of direct care 
and sharing decisions your 
organisation has made, including 
the lawful basis for the sharing 
where appropriate.

There are appropriate 
arrangements in place for 
information sharing outside of 
direct care.

A#1

A#2

A#3

A#4

A#5
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for other 
purposes
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for other 
purposes
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for other 
purposes
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Mapping, Guidance and Evidence to 
upload

Principle: 

E3 Using and sharing 
information

Contributing outcome: 

E3.a Using and sharing 
information for other 
purposes
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You manage records in accordance with your organisation's 

professional responsibilities and the law.

Principle: 

E4 Records management

Contributing outcome: 

E4.a Managing records
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.a Managing records
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.a Managing records
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.a Managing records
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You are committed to regularly evaluating and improving your 

organisation’s coded clinical data.

Principle: 

E4 Records management

Contributing outcome: 

E4.b Clinical coding
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.b Clinical coding
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.b Clinical coding
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Mapping, Guidance and Evidence to 
upload

Principle: 

E4 Records management

Contributing outcome: 

E4.b Clinical coding
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Question and 
answer session
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Date and time Topics to be covered

Tuesday 9th July 10:00 – 11:30 Objective A – managing risk

Thursday 18th July 10:00 – 11:30 Objective B – Protecting against cyber attack and data breaches

Wednesday 31st July 10:00 – 11:30 Objective E – Using and sharing information appropriately

Thursday 8th August 14:00 – 15:30 Objective D – Minimising the impact of incidents

Wednesday 14th August 14:00 – 15:30 Objective C – Detecting cyber security events and update on DSPT 

audits

Webinars

Please use the link below to register for the webinar series: 

CAF-aligned DSPT 2024-25 webinar series | NHS England Events

You can ask any questions in advance of the webinar using this form.

If you are interested 

https://www.events.england.nhs.uk/events/caf-aligned-dspt-2024-25-webinar-series
https://forms.office.com/pages/responsepage.aspx?id=slTDN7CF9UeyIge0jXdO4-uptrVomCxCjZA2QoicZ2hUNVdCQUNKTklYN1QzME81RkgyU1FDNUNNVS4u
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Thank You

        @nhsengland

        company/nhsengland

 england.nhs.uk

End slide
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