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Housekeeping

• The session is being recorded and is a one-way broadcast, please use the Q&A 
function to ask any questions

• The slides and recording will be uploaded to the CAN workspace after there will be a 
link to the recordings for non-CAN members

• The first three webinars have been uploaded to YouTube (unlisted) and can be 
accessed via the DSPT News page:

Webinar 1 Background and overview: https://www.youtube.com/watch?v=BG6YE1h4W40

Webinar 2 Section A - Managing risk: https://www.youtube.com/watch?v=2aZ6TyEkUgc

Webinar 3 Section B - Protecting against cyber attack and data breaches: 
https://youtu.be/IP0Fs1iX1WU

Webinar 4 Section E - Using and sharing information appropriately 
https://youtu.be/JvJhxen6aEg

Webinar 5 Section D - Minimising the impacts of incidents https://youtu.be/afLkL27_JEQ

• If you experience any technical issues, please leave and re-join the call

Welcome and agenda for today

https://www.youtube.com/watch?v=BG6YE1h4W40
https://www.youtube.com/watch?v=2aZ6TyEkUgc
https://youtu.be/IP0Fs1iX1WU
https://youtu.be/JvJhxen6aEg
https://youtu.be/afLkL27_JEQ
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Webinar content

➢ Overview – what is in the Objective and which teams need to be involved in 

responding to it?

➢ Contributing outcomes – A step through C1a-d 

➢ Half Time Quiz

➢ Contributing outcomes – A step through C1.e and C2

➢ Q&A session

Session 2 – Objective A – managing risk
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What is 
happening and 
why?
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What you need to know 

• In September 2024 the DSPT will be changing to adopt the National Cyber Security Centre’s 
Cyber Assessment Framework (CAF) as its basis for cyber security and IG assurance.

• This change will lead to NHS Trusts, CSUs, ALBs and ICBs seeing a different interface when they 
log in, which sets out CAF-aligned requirements in terms of Objectives, Principles and Outcomes. 

• The goal of the CAF is to set out broad principles to drive good decision-making, rather than a 
“compliance checklist” of good practices.

• Expectations for cyber security and IG controls should remain at a reasonably comparable level to 
the current DSPT, tightening only in areas where NHSE and DHSC believe the higher standard to 
be a necessary obligation.

• Guidance will be produced and webinars have been stood up to help organisations understand the 
content, approach and expectations of the CAF-aligned DSPT.
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Staged approach for DSPT

Summer 2023

‘Staff training’ 
requirement 
changed to an 
outcome

Summer 2024

Large NHS 
organisations 
(Trusts, ALBs, 
CSUs and 
ICBs) moved to 
CAF aligned 
DSPT

Summer 2025

IT Suppliers 
and OES 
organisations 
moved to CAF 
aligned DSPT

Future (earliest 
Summer 2026)

Other 
organisations’ 
requirements 
derived from 
CAF

Engagement and consultation



13

Objective C -  Detecting 
cyber security events
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Expectations for Standards met:

Objective C -  Detecting cyber 
security events
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The data sources that you include in your monitoring 
allow for timely identification of security events 
which might affect the operation of your essential 
function(s).

Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.a Monitoring coverage
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Principle: 
C1 Security monitoring 

Contributing outcome: 
C1.a Monitoring coverage

Mapping, Guidance and Evidence to 
upload
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Principle: 
C1 Security monitoring 

Contributing outcome: 
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upload



18

Principle: 
C1 Security monitoring 

Contributing outcome: 
C1.a Monitoring coverage

Mapping, Guidance and Evidence to 
upload
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Principle: 
C1 Security monitoring 

Contributing outcome: 
C1.a Monitoring coverage

Mapping, Guidance and Evidence to 
upload
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You hold log data securely and grant appropriate 
access only to accounts with business need. No 
system or user should ever need to modify or delete 
master copies of log data within an agreed retention 
period, after which it should be deleted.

Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.b Securing logs
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.b Securing logs

Mapping, Guidance and Evidence to 
upload
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.b Securing logs

Mapping, Guidance and Evidence to 
upload
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Evidence of potential security incidents contained in 
your monitoring data is reliably identified and 
triggers alerts

Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.c Generating alerts
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.c Generating alerts

Mapping, Guidance and Evidence to 
upload
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You contextualise alerts with knowledge of the threat 
and your systems, to identify those security 
incidents that require some form of response

Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.d Identifying security 
incidents
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.d Identifying security incidents

Mapping, Guidance and Evidence to 
upload
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.d Identifying security incidents

Mapping, Guidance and Evidence to 
upload
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.d Identifying security incidents

Mapping, Guidance and Evidence to 
upload
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Half time quiz
(‘not acheived’)
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Expectations for Standards met:

Objective C -  Detecting cyber 
security events
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Expectations for Standards met:

Objective C -  Detecting cyber 
security events

Three outcomes the expected 

achievement level is Not achieved
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Question 1: What should do for outcomes where the 
expectation is set at Not Achieved?

a) Ignore them

OR

b) provide a response, showing you have considered the implications of the 

contributing outcome for your organisation and documenting any of the work you 

are undertaking towards this outcome. 
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What should do for outcomes where the expectation is set 
at Not Achieved?

Correct Answer is:

b) provide a response, showing you have considered the implications of the 

contributing outcome for your organisation and documenting any of the work 

you are undertaking towards this outcome. 

The DSPT ‘Standards met’ expectation should be regarded as a minimum 

compliance level, not the end goal of your organisation’s cyber security and IG 

activities.
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I have met some of the Partially Achieved Indicators of 
Good Practice, but the expectation is set at Not Achieved?
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What Achievement level should I select?
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What Achievement level should I select?

Answer

If any of the Indicators listed under Not achieved are true, you 
should mark yourselves Not achieved.

Rationale

The indicators listed under ‘Not achieved’ list statements 

which are incompatible with achieving or partially 

achieving the outcome.

Security chain is only as strong as the weakest link.  The best 

security capabilities in the world aren’t much use if there’s a 

great big hole in the middle.
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You contextualise alerts with knowledge of the threat 
and your systems, to identify those security 
incidents that require some form of response

Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.e Monitoring tools and skills

You are still required to assess your achievement level and provide a response, showing you have considered 

the implications of the contributing outcome for your organisation. The DSPT ‘Standards met’ expectation 

should be regarded as a minimum compliance level, not the end goal of your organisation’s cyber security and 

IG activities.
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.e Monitoring tools and skills

Mapping, Guidance and Evidence to 
upload
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Principle: 

C1 Security monitoring 

Contributing outcome: 

C1.e Monitoring tools and skills

Mapping, Guidance and Evidence to 
upload
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You define examples of abnormalities in system 
behaviour that provide practical ways of detecting 
malicious activity that is otherwise hard to identify

Principle: 

C2 Proactive security event discovery 

Contributing outcome: 

C2.a System abnormalities for attack 
detection

You are still required to assess your achievement level and provide a response, showing you have 

considered the implications of the contributing outcome for your organisation. The DSPT 

‘Standards met’ expectation should be regarded as a minimum compliance level, not the end goal of 

your organisation’s cyber security and IG activities.
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Principle: 

C2 Proactive security event discovery 

Contributing outcome: 

C2.a System abnormalities for attack detection

Mapping, Guidance and Evidence to 
upload
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Principle: 

C2 Proactive security event discovery 

Contributing outcome: 

C2.a System abnormalities for attack detection

Mapping, Guidance and Evidence to 
upload
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Principle: 

C2 Proactive security event discovery 

Contributing outcome: 

C2.a System abnormalities for attack detection

Mapping, Guidance and Evidence to 
upload
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You use an informed understanding of more 
sophisticated attack methods and of normal system 
behaviour to monitor proactively for malicious 
activity

Principle: 
C2 Proactive security event 
discovery 

Contributing outcome: 
C2.b Proactive attack discovery

You are still required to assess your achievement level and provide a response, showing you have 

considered the implications of the contributing outcome for your organisation. The DSPT ‘Standards 

met’ expectation should be regarded as a minimum compliance level, not the end goal of your 

organisation’s cyber security and IG activities.
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Principle: 
C2 Proactive security event 
discovery 

Contributing outcome: 
C2.b Proactive attack discovery

Mapping, Guidance and Evidence 
to upload
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Principle: 
C2 Proactive security event 
discovery 

Contributing outcome: 
C2.b Proactive attack discovery

Mapping, Guidance and Evidence 
to upload
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Principle: 
C2 Proactive security event 
discovery 

Contributing outcome: 
C2.b Proactive attack discovery

Mapping, Guidance and Evidence 
to upload
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Planning for DSPT in 
24-25
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Completing the DSPT 24-25 – Initial Review

Scoping Exercise

• Based on essential function

• For nearly all NHS organisations this 

will be the full organisation

• Should include all information, 

systems and networks which support 

essential function

• Are there any parts of your 

organisation which do not support the 

delivery of the essential function?

• If there are, these can be deemed out 

of scope of the DSPT assessment  

• Specific guidance available

Allocate Ownership

• Review the outcome and decide 

who is best to own the outcomes.

• This may change once you get into 

the detail of the Indicators of good 

practice

• Some of them are clear, others will 

need a team effort 

Initial Assessment

• Owners review indicators of good 

practice

• Make an initial assessment of 

where, based on existing practices 

your organisation sits on the 

achievement levels

• You must be able to meet all of the 

indicators of good practice unless 

you can justify that you have 

achieved the outcome by different 

means.

• Guidance available for each 

outcome
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Completing the DSPT 24-25 – Planning to deliver

Review against Profile

• Profile sets out expectations to 

achieve Standards met

• Compare organisations position to the 

profile

• Speak to wider team and peer review 

responses if appropriate

• Take this down to Indicators of Good 

Practice level within the outcomes

• For each outcome you will have a 

plan to reach the achievement level 

(i.e. Partially achieved/Achieved)

• This should be down to Indicators of 

good practice level.

• This may take some time during the 

year.

Gap Analysis

• Produce a gap analysis of where 

you are against the expected 

achievement level to be Standards 

met

• Produce this as a report to share 

internally to show readiness for 

DSPT 24-25.

Work off plan
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Date and time Topics to be covered

Tuesday 17th September 2024 12.30-13.30

Tuesday 15th October 2024 12.30-13.30

Tuesday 19th November 2024 12.30-13.30

Tuesday 17th December 2024 12.30-13.30

Tuesday 21sth January 2025 12.30-13.30

Tuesday 18th February 2025 12.30-13.30

Tuesday 18th March 2025 12.30-13.30

Tuesday 15th April 2025 12.30-13.30

Tuesday 20th May 2025 12.30-13.30

Tuesday 17th June 2025 12.30-13.30 2024 12.30-

13.30

Overview of 24-25 DSPT

Completing the DSPT

Changes or updates to 24-25 DSPT

Demonstration of 24-25 DSPT

Question and answer session

Webinars
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Audit update
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DSPT Audit for 24-25 for NHS Trusts, ICBs, CSUs and ALBs

Audit guide

Developing an Audit guide for 

24-25

Who is working on it?

Working with an audit partner

When will be able to 
see them? 

Guides will come out after the 

DSPT 24-25 launch.

Summary first followed by 

detailed guide for auditors

Engagement

Webinars for both auditors and 

organisations

Looking for ‘volunteers’ to test 

the framework before launch

Link to guidance and 
IGPs

Health and care overlay, 

Indicators of good practice and 

guidance key documents
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Question and 
answer session
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Thank You

        @nhsengland

        company/nhsengland

 england.nhs.uk

End slide
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