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Housekeeping

• The session is being recorded and is a one-way broadcast, please use the Q&A 

function to ask any questions

• The slides and recording will be uploaded to the CAN workspace after the session

• If you experience any technical issues, please leave and re-join the call

Agenda for today

1. Overview and background session

2. Demonstration of the new user interface

3. Question and answer session

Welcome and agenda for today
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Webinar content

➢ Overview – what is in the Objective and which teams need to be involved in 

responding to it?

➢ Contributing outcomes – A step through A1 and A2

➢ Half Time Quiz

➢ Contributing outcomes – A step through A2 and 4

➢ Q&A session

Session 2 – Objective A – managing risk
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What is 
happening and 
why?
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What you need to know 

• In September 2024 the DSPT will be changing to adopt the National Cyber Security Centre’s 
Cyber Assessment Framework (CAF) as its basis for cyber security and IG assurance.

• This change will lead to NHS Trusts, CSUs, ALBs and ICBs seeing a different interface when they 
log in, which sets out CAF-aligned requirements in terms of Objectives, Principles and Outcomes. 

• The goal of the CAF is to set out broad principles to drive good decision-making, rather than a 
“compliance checklist” of good practices.

• Expectations for cyber security and IG controls should remain at a reasonably comparable level to 
the current DSPT, tightening only in areas where NHSE and DHSC believe the higher standard to 
be a necessary obligation.

• Guidance will be produced and webinars have been stood up to help organisations understand the 
content, approach and expectations of the CAF-aligned DSPT.
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• Emphasise good decision-making over compliance, with better understanding and 

ownership of information risks at the local organisation level where those risks can 

most effectively be managed

• Support a culture of evaluation and improvement, as organisations will need to 

understand the effectiveness of their practices at meeting the desired outcomes – and 

expend effort on what works, not what ticks a compliance box

• Create opportunities for better practice, by prompting and enabling organisations to 

remain current with new security measures to meet new threats and risks

The goals of moving to the CAF-aligned DSPT are to:
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Staged approach for DSPT

Summer 2023

‘Staff training’ 
requirement 
changed to an 
outcome

Summer 2024

Large NHS 
organisations 
moved to CAF 
view

Summer 2025

Large private 
sector 
organisations 
moved to CAF 
view

Future

Other 
organisations’ 
requirements 
derived from 
CAF

Engagement and consultation
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What is staying the 
same for 24-25?
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DSPT functionality - not changing (1/2)

Name and URL

Data Security and Protection 

Toolkit

Web address unchanged 

https://www.dsptoolkit.nhs.uk/ 

Deadlines

Final Publication 30 June 2025

Interim Publication by 31 

December 2024

Standards Met

Organisation has met 

expectations

Requirement for Audit

Audit Guidance being updated

Launch with DSPT

SIRO sign off

Requires formal sign off 

SIRO level for 24-25.

https://www.dsptoolkit.nhs.uk/
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DSPT functionality - not changing (2/2)

Toolkit for other 
sectors

IT Suppliers, Universities, 

Local Authorities, GP

Other sectors

Improvement Plan 

Organisations not meeting 

expectation complete 

Improvement plan

Access to history 

Previous years DSPT 

assessments can be accessed

Not transferred over though

Organisation Search

DSPT Status in public domain 

Search for other organisations 

DSPT Status 

Support

Exeter Helpdesk

Webinars

Guidance
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What is Changing?
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DSPT functionality - what’s changing

Exemptions

No exemptions for NHS Mail 

or Cyber Essentials + 

certification

Data Security 
Standards

Cyber Assessment framework 

replacing the 10 Data Security 

Standards 

Evidence 

Ability to upload any evidence 

type to any outcome

Respond at Outcome

Higher level than evidence 

item

Likely to need input from 

Cyber, IT operations and IG

Standards Exceeded

Not available for 24-25

To be considered for 25-26
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Objective A - Managing 
risk
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Expectations for Standards met:

Objective A - Managing risk
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Principle: A1 Governance

Contributing outcome: 
A1.a Board direction
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Principle: A1 Governance

Contributing outcome: 
A1.a Board direction

Mapping, Guidance and Evidence to upload
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Principle: A1 Governance

Contributing outcome: 
A1.a Board direction

Interpretations 
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Principle: A1 Governance

Contributing outcome: 
A1.b Roles and responsibilities
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Principle: A1 Governance

Contributing outcome: 
A1.b Roles and responsibilities

Mapping and Guidance
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Principle: A1 Governance

Contributing outcome: 
A1.b Roles and responsibilities

Mapping and Evidence to upload
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Principle: A1 Governance

Contributing outcome: 
A1.b Roles and responsibilities

Interpretations 
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Principle: A1 Governance

Contributing outcome: 
A1.c Decision-making
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Principle: A1 Governance

Contributing outcome: 
A1.c Decision-making

Mapping and Guidance
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Principle: A1 Governance

Contributing outcome: 
A1.c Decision-making

Mapping and Evidence to upload
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Principle: A1 Governance

Contributing outcome: 
A1.c Decision-making

Interpretations
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

DSPT Mapping and Guidance
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

DSPT Mapping and Guidance
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

DSPT Supporting evidence
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

Interpretations 
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You cannot Save as complete until the data 

collection is complete

Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

Specific Data Collections
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Principle: A2 Risk management

Contributing outcome: 
A2.a Risk management process

Exceeding Standards met
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Half time Quiz

With thanks to Shaun Van Niekerk at Homerton
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Answer

If any of the Indicators listed under Not 
achieved are true, you should mark 
yourselves Not achieved.

Rationale

The indicators listed under ‘Not achieved’ 
list statements which are incompatible 
with achieving or partially achieving the 
outcome.

Security chain is only as strong as the 
weakest link.  The best security 
capabilities in the world aren’t much use 
if there’s a great big hole in the middle.
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Answer

If any of the Indicators listed under Not 
achieved are true, you should mark 
yourselves Not Achieved.

Rationale

The indicators listed under ‘Not achieved’ 
list statements which are incompatible 
with achieving or partially achieving the 
outcome.

Security chain is only as strong as the 
weakest link.  The best security 
capabilities in the world aren’t much use 
if there’s a great big hole in the middle.



38



39

Answer: 

If all the Indicators listed under Achieved 
are true, you should mark yourselves 
Achieved.

Rationale

In every Contributing Outcome which features 
a PA column, there are either repetitions of 
IGPs from the PA to the A column so that PA 
practices are not lost at the highest level of 
achievement, or the wording of IGPs under A 
is changed to represent a strengthening of 
these same practices.

If the indicators in Achieved are true, this 
supersedes Partially achieved indicators 
being true.
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Principle: A2 Risk management

Contributing outcome: 
A2.b Assurance
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Principle: A2 Risk management

Contributing outcome: 
A2.b Assurance

DSPT Mapping and Guidance
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Principle: A2 Risk management

Contributing outcome: 
A2.b Assurance

DSPT Supporting evidence
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Principle: A2 Risk management

Contributing outcome: 
A2.b Assurance

Mandatory Policy requirement
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Principle: A2 Risk management

Contributing outcome: 
A2.b Assurance

Interpretations
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Principle: A3 Asset management

Contributing outcome: 
A3.a Asset management

Everything required to deliver, maintain or support networks and 

information systems necessary for the operation of essential 

functions is determined and understood. This includes data, people and 

systems, as well as any supporting infrastructure (such as power or 

cooling).
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Principle: A3 Risk management

Contributing outcome: 
A3.a Asset management

DSPT Mapping and Guidance
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Principle: A3 Risk management

Contributing outcome: 
A3.a Asset management

DSPT Mapping and Guidance
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Principle: A3 Risk management

Contributing outcome: 
A3.a Asset management

DSPT Supporting evidence



49

Principle: A3 Risk management

Contributing outcome: 
A3.a Asset management

Interpretations
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Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

The organisation understands and manages security and IG risks to 

information, systems and networks supporting the operation of 

essential functions that arise as a result of dependencies on external 

suppliers. This includes ensuring that appropriate measures are 

employed where third party services are used.”
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Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

DSPT Mapping and Guidance

* Only maps in health and care
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Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

DSPT Mapping and Guidance

* Only maps in health and care
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Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

DSPT Mapping and Guidance

* Only maps in health and care
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Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

DSPT Supporting evidence

* Only maps in health and care



55

Principle: A4 Supply Chain

Contributing outcome: 
A4.a Supply Chain

Interpretations
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Planning for DSPT in 
24-25
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Completing the DSPT 24-25 – Initial Review

Scoping Exercise

• Based on essential function

• For nearly all NHS organisations this 

will be the full organisation

• Should include all information, 

systems and networks which support 

essential function

• Are there any parts of your 

organisation which do not support the 

delivery of the essential function?

• If there are, these can be deemed out 

of scope of the DSPT assessment  

• Specific guidance available

Allocate Ownership

• Review the outcome and decide 

who is best to own the outcomes.

• This may change once you get into 

the detail of the Indicators of good 

practice

• Some of them are clear, others will 

need a team effort 

Initial Assessment

• Owners review indicators of good 

practice

• Make an initial assessment of 

where, based on existing practices 

your organisation sits on the 

achievement levels

• You must be able to meet all of the 

indicators of good practice unless 

you can justify that you have 

achieved the outcome by different 

means.

• Guidance available for each 

outcome
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Completing the DSPT 24-25 – Planning to deliver

Review against Profile

• Profile sets out expectations to 

achieve Standards met

• Compare organisations position to the 

profile

• Speak to wider team and peer review 

responses if appropriate

• Take this down to Indicators of Good 

Practice level within the outcomes

• For each outcome you will have a 

plan to reach the achievement level 

(i.e. Partially achieved/Achieved)

• This should be down to Indicators of 

good practice level.

• This may take some time during the 

year.

Gap Analysis

• Produce a gap analysis of where 

you are against the expected 

achievement level to be Standards 

met

• Produce this as a report to share 

internally to show readiness for 

DSPT 24-25.

Work off plan
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Demonstration
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Question and 
answer session
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Date and time Topics to be covered

Tuesday 9th July 10:00 – 11:30 Objective A – managing risk

Thursday 18th July 10:00 – 11:30 Objective B – Protecting against cyber attack and data breaches

Wednesday 31st July 10:00 – 11:30 Objective E – Using and sharing information appropriately and 

update on DSPT audits

Thursday 8th August 14:00 – 15:30 Objective D – Minimising the impact of incidents

Wednesday 14th August 14:00 – 15:30 Objective C – Detecting cyber security events

Webinars

Please use the link below to register for the webinar series: 

CAF-aligned DSPT 2024-25 webinar series | NHS England Events

You can ask any questions in advance of the webinar using this form.

If you are interested 

https://www.events.england.nhs.uk/events/caf-aligned-dspt-2024-25-webinar-series
https://forms.office.com/pages/responsepage.aspx?id=slTDN7CF9UeyIge0jXdO4-uptrVomCxCjZA2QoicZ2hUNVdCQUNKTklYN1QzME81RkgyU1FDNUNNVS4u
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Thank You

        @nhsengland

        company/nhsengland

 england.nhs.uk

End slide
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