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Training




To meet the DSP Toolkit

3.1.1 Training and awareness activities form part of organisational mandatory training requirements, with a training and awareness needs
analysis (covering all staff roles) that is formally endorsed and resourced by senior leadership

Step 1 Mandatory Step 2 — Documented Step 3 - Endorsed and
requirement Training Needs resourced by senior
Analysis leadership

 Information governance and Cyber « Covering all staff groups and roles Should not be developed by the IG
training must form part of within the organisation and Cyber teams in isolation.
organisations mandatory training «  Should show different methods May take some time to agree

« ATNA saying the organisation used (e.g., formal training, Organisations take on more
does not require staff to complete elLearning, awareness campaigns responsibility for deciding levels of

any training or awareness activities etc.,) training
would not meet the requirement. « Specimen TNA available You will be accountable to the Board
* Organisation controls frequency for delivering so ensure you can

and type of training and answer the how are we going to be
awareness able to deliver this question.

* Can utilise local and central
resources

* Reference historic training




To meet the DSP Toolkit

3.1.2 Your organisation’s defined training and awareness activities are implemented for and followed by all staff.

Step 1 Implement TNA Step 2 - If it is your Step 3 — Plan reporting
TNA, it needs
measuring.
« Tracking achievement of TNA may « Document initial training and Who are you going to report
be more challenging refresher training progress to?
* Resource required to calculate it + All staff roles and training Who signs off at year end?
and report to the organisation + Specimen TNA and guidance Audit would pick a sample of staff
available: and check they had received the
https://www.dsptoolkit.nhs.uk/News/ training that the TNA set out for
Training them.



https://www.dsptoolkit.nhs.uk/News/Training
https://www.dsptoolkit.nhs.uk/News/Training

Help and Support

* From Big Picture guides on training
https://digital.nhs.uk/cyber-and-data-
security/guidance-and-assurance/data-security-and-
protection-toolkit-assessment-guides/guide-3---staff-
training

 Deep Dive webinar recording and copy of the slides
https://www.dsptoolkit.nhs.uk/News/Webinar-Slides



https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/data-security-and-protection-toolkit-assessment-guides/guide-3---staff-training
https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/data-security-and-protection-toolkit-assessment-guides/guide-3---staff-training
https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/data-security-and-protection-toolkit-assessment-guides/guide-3---staff-training
https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/data-security-and-protection-toolkit-assessment-guides/guide-3---staff-training
https://www.dsptoolkit.nhs.uk/News/Webinar-Slides

Free training resources: https://www.digitalcarehub.co.uk/elearning/

New name for Digital Social Care...  Find out more

Digital Resoul

Care Hub Ere

Data Security and Protection eLearning

Home > Data Security and Protection eLearning

This free elearning course is for all staff working in adult social care services in England.

Care providers can use this course to improve and assess their staff’s knowledge of data protection and
cyber security — including their individual responsibility to keep information safe. The course meets the
training requirements within the Data Security and Protection Toolkit (DSPT).

This is the only free elearning resource on this topic specifically designed for social care staff. The scenarios
reflect situations that staff face within adult social care settings — including care homes, supported living, home
care and community services. It covers all client groups, and all staff with access to personal data.

View our presentation about the elearning, read our guides, or get straight to the course below.

Access the presentation from our webinar about the elearning_course held on 12 December 2023.

Guide for managers and
trainers

Content, learning outcomes and technical
guide

Module 1: Data protection
rights and responsibilities

My responsibilities « People’s rights

Start Module 1 >

Module 3: Threats to data
security

Fraud and scams e Safe use of digital devices
» Safe keeping of paper records

Start Module 3 »

Assessment

Answer 20 questions and get your certificate

Guide for staff completing the
elearning course

How to use the resources and get a certificate

Module 2: Keeping data secure

Sharing confidential data « Recording and
disposing of data

Start Module 2 >

Module 4: Data breaches

‘What is a data breach? « Data confidentiality
« Availability of data e Data integrity
Receiving data in error

Start Module 4 >

Related training resources

Discussion tool ¢ Assessment tool for frontline
staff



https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/data-security-and-protection-toolkit-assessment-guides/useful-resources#data-security-standard-3

Individual changes




Updated wording

6.1.1

4.5.3

Update Wording Data security and protection incidents are reported
update Guidance appropriately and by a full range of staff groups.

Updated Wording Multi-factor authentication is enforced on all remote

and Guidance

access and privileged user accounts on all systems,
with exceptions only as permitted by the national
MFA policy.

You should confirm that a functioning data security and protection breach reporting and
management mechanism is in place including use of the DSP Toolkit incident reporting tool.

You should include in the comments the number of incidents and near misses reported per
staff group in your organisation, as a proportion of the number of people in each group.

The national MFA policy requires that organisations must enforce MFA on all remote access,
and on all privileged accounts on external systems, and should enforce MFA on privileged
accounts on internal systems. If you rely on any of the specific exceptions allowed by the
policy, you must provide (within your response to this assertion) a summary of your internal
approvals and your plans to minimise or eliminate those exceptions. Full detail is given in the
policy and explanatory guidance

If your organisation is an IT supplier, then tick and write “Not applicable” in the comments box.
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https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/multi-factor-authentication-mfa-policy/multi-factor-authentication-policy-enforcement-intent
https://digital.nhs.uk/cyber-and-data-security/guidance-and-assurance/multi-factor-authentication-mfa-policy/guide-to-multi-factor-authentication-policy

DSPT Audit




Audit —

Read the audit
guidance and
scope

Watch out for 1.1
covering ROPAs
and Privacy notice

Also 8.4 it drags in
many of the
evidence items
across Standard

Make sure
your
Auditors are
set up with
Audit access
to DSPT

Work with
auditor to
agree audit
report

Auditors to
upload

details to
DSPT

| LATY
publication
not required

If your audit
is not final
on 30th
June, upload
a draft
report and

then update
after the
deadline




What will the Audit Cover for 23-24

13 assertions:

1.1 The organisation has a framework in place to support Lawfulness, Fairness and Transparency

2.2 Staff contracts set out responsibilities for data security

3.1 Staff have appropriate understanding of information governance and cyber security, with an effective range of approaches
taken to training and awareness

3.2 Your organisation engages proactively and widely to improve data security, and has an open and just culture for data
security incidents

4.4 You closely manage privileged user access to networks and information systems supporting the essential service

5.1 Process reviews are held at least once per year where data security is put at risk and following DS incidents

6.2 All user devices are subject to anti-virus protections while email services benefit from spam filtering and protection
deployed at the corporate gateway

7.1 Organisations have a defined, planned and communicated response to Data security incidents that impact sensitive
information or key operational services

8.4 You manage known vulnerabilities in your network and information systems to prevent disruption of the essential service
9.2 A penetration test has been scoped and undertaken

9.5 You securely configure the network and information systems that support the delivery of essential services

9.6 The organisation is protected by a well-managed firewall

10.2 Basic due diligence has been undertaken against each supplier that handles personal information

https://www.dsptoolkit.nhs.uk/News/auditnews
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Improvement plans
23-24
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DSP Toolkit Improvement plan 23-24

What are they

Designed to support those
organisations who have not quite
achieved Standards Met and only
have a few outstanding evidence
items to meet.

Available to:

NHS Trusts, Integrated Care
Boards, CSUs, Independent
Providers who are Operators of
Essential Services under NIS, Key
IT Suppliers, Local Authorities and
DHSC Arm's Length Bodies

How to prepare

Submission of the plan

Have a read of the guidance Improvement plan submitted with

available on the DSPT News page: publication

To generate an Improvement plan, Publish a Standards not met DSPT

click the publish button on the Plan will come through to DSPT

assessment page, team to review. This will be

NHS Trusts, CSU, ICBs speak to supported by Regional Security

Regional Security leads leads, DHSC and Exeter helpdesk.

ALBS speak to DHSC Once agreed Status amends to

LAs speak to Exeter helpdesk Approaching Standards.

Develop your plan and get it signed Updates quarterly

off by SIRO Once complete status is amended tg
Standards met.

15



- ]
DSP Toolkit Improvement plan

Very similar to Regional
last year More explicit Security
ces link to DSPT Leads help
Removed ﬁzfddslt;:n;‘le Audit_- l.e. if and support
columns for template audit has NHS orgs.
covib covering agreed
dependencies mana_gement DHSC/JCU
Additional and any action to can support
information internal meet ALBs.
required on references requirement,
plans to show is it in the DSPT team
robustness Improvement

support OES

PEL and LA

v 16



CAF for 24-25

17



What you need to know

* In September 2024 the DSPT will be changing to adopt the National Cyber Security Centre’s
Cyber Assessment Framework (CAF) as its basis for cyber security and |G assurance.

« This change will lead to Cat 1 organisations (NHS Trusts, CSU, ALB and ICBs) seeing a
different interface when they log in, which sets out CAF-aligned requirements in terms of
Obijectives, Principles and Outcomes.

« The goal of the CAF is to set out broad principles to drive good decision-making, rather than
a “compliance checklist” of good practices.

« Expectations for cyber security and IG controls should remain at a reasonably comparable
level to the current DSPT, tightening only in areas where NHSE and DHSC believe the
higher standard to be a necessary obligation.

« Guidance will be produced and webinars will be stood up to help organisations understand
the content, approach and expectations of the CAF-aligned DSPT.



Staged approach for DSPT

Summer 2023

Summer 2024

‘Staff training’
requirement
changed to an
outcome

Large NHS
organisations
moved to CAF
view

Large private
sector
organisations
moved to CAF
view

Other
organisations
requirements
derived from
CAF

Engagement and consultation
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Health and care ‘CAF overlay’ (1)

Objective

Principle

Contributing outcome

A - Managing security risk:
Appropriate organisational
structures, policies and
processes in place to
understand, assess and
systematically manage secunty
rnisks to thenetwork and
information systems
information, systems and
networks supporting essential
functions.

A1 Governance: The organisation has appropriate management
policies and processes in place to govern its approach to the
securty of information, systems and networks petweork and

A1l.a Board Direction and accountability: You have effective

organsational sacunty information assurance management led at

board level and articulated clearly in corresponding policies.

A1.b Roles and Responsibilities: Your organisation has
established roles and responsibilities for the security and
governance of information, systems and networks afnetwork and-
wformation svstames at all levels, with clear and well-understood
channels for communicating and escalating risks.

A1l.c Decision-making: You have senior-level accountability for the
security and governance of information, systems and networks of
pebworks andnformationsystems, and delegate decision-making
authority appropriately and effectively. Risks to information

systems and networks petwork and information systames related to
the operation of essential functions are considered in the context of
other organisational risks.

A2 Risk Management: The organisation takes appropriate steps
to identify, assess and understand secunty risks to the secunty
and governance of information, systems and networks patwork and-
. ) o tl : : .

functions_ This includes an overall organisational approach to risk
management.

Al.a Risk Management Process: Your organisation has effective
internal processes for managing risks to the security and
governance of information, systems and networks afnatwork and
- : ; latad to o : : ol Functi
and communicating associated activities. This includes a process
for data protection impact assessments (DPIAs)

A2.b Assurance: You have gained confidence in the effectiveness
of the security of your technology, people and processes relevant to
essential functions.
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Health and care ‘CAF overlay’ (2)

E - Using and sharing
information appropriately:
The organisation ensures that
information is used and shared
lawfully and appropriately.

E1 Transparency: The organisation 15 transparent about how it
collects, uses, shares and stores information. Privacy notices are
clear and easy for members of the public to access.

E1l.a Privacy information: Your organisation follows best practice
for the drafting and publication of its privacy information to ensure
that all individuals have a reasonable understanding of their rights
and how their information is being used.

EZ2 Upholding the rights of individuals: The organisation
respects and supports individuals in exercising their information
rights

E2.a Managing data subject rights under UK GDPR: Your
organisation appropriately assesses and manages information
rights requests.

E2.b Consent: Your organisation has a good understanding of the
common law duty of confidentiality and uses it to manage consent.

E2.c National data opt-out policy: A robust policy and system is
in place to ensure opt-outs are correctly applied to the information
being used and shared by your organisation.

E3 Sharing information: Your organisation shares information
appropriately.

E3.a Information sharing for direct care: Your organisation
facilitates lawful and appropriate sharing of information for direct
care.

E3.b Information sharing for other purposes: Your organisation
facilitates lawful and appropriate sharing of information for purposes
outside of direct care.

E4 Records management: Your organisation manages records in
accordance with its professional responsibilities and the law.

E4.a Managing records

E4.b Clinical coding: Your organisation i1s committed to regularly
evaluating and improving its coded clinical data.

21



“CAF-led DSPT” framework

Not achieved

Partially achieved

Achieved

A2 Risk management

The organisation takes appropriate steps to
Identify, assess and understand risks to the
security and governance of information,
systems and networks. This includes an
overall organisational approach to risk
management.

A2.a Risk management
process

Your organisation has effective intemal
processes for managing risks to the security
and governance of information, systems and
networks, and communicating associated
activities. This includes a process for data
protection impact assessments (DPIAs).

Risk assessments are not based an a clearly
defined set of threat assumptions.

Risk azsessment outputs are too complex or
unwieldy fo be consumed by decision-makers
and are not effectively communicated in a
clear and timely manner.

Risk assessments (including DPIAs) for
critical systems or high-risk processing
activities are a “one-off” activity (or not done
at all).

The security elements of projects or
programmes are solely dependent on the
completion of a risk management assessment
without any regard to the outcomes.

There is no systematic process in place fo
identify risks, and then ensure that identified
risks are managed effectively, which includes
incorporating data protection by design and
default.

Systems and risks are assessed in isolation,
without consideration of dependencies and
interactions with other systems ar risks in
other areas of the business. (e.g. interactions
between IT and OT environments, or finance
risks and the impact on 1G).

Security requirements and mitigations are
arbitrary or are applied from a control
catalogue withoul consideration af how they
contribute to the security of the essential
function.

Risks remain unresclved on a register for
prolonged pericds of time awaiting senior
decislon-making or resource allocation to
resolve. These risks may be out of date or
incomplete.

Your organisational process ensures that
security and wider |G risks to information,
systems and networks relevant to essential
functions are identified, analysed, prioritised,
and managed.

Your risk assessments are Informed by an
understanding of the information and
vulnerabilities in the systems and networks
supporting your essential function, as well as
your other data processing activities.

The output from your risk management
process IS a clear set of security and IG
requirements and mitigations that will address
the risks in line with your organisational
approach to security and 1G more widely.

Significant conclusions reached jn the course.
of your risk management process are
communicated to key information risk
decision-makers and accountable individuals.

You conduct risk assessments (including
DPlAs) when significant events patentially
alfect the essential function, such as
replacing a system, commencing new or
changing high-risk data processing, or a
change in the cyber security threat.

Your risk process clearly demonstrates how
your organisation’s processing complies with
data protection principles and relevant
legislation, including the right to a private life.

You perform threat analysis and understand
how generic threats apply to your
organisation,

Your organisational process ensures that
security and wider IG risks to information,
sysiems and networks relevant to essential
functions are identifled, analysed, prioritised,
and managed effectively. This includes
incorporating data protection by design and
default Into your process.

Your approach to risk is focused on the
possibility of adverse impact to your essential
function, leading to a detailed understanding
of how such impact might arise as a_
consequence of possible attacker actions and
the security properties of your Information,
systems and networks.

‘Your risk assessments are based on a clearly
understond set of threat assumptions,
infarmed by an up-to-date understanding of
security threats to your essential function and
your sector.

Your risk process clearly demonstrates how
your organisation’s processing complies with
data protection principles and relevant
legislation, including the right to a private life.

Your risk assessments are informed by an
understanding of the information and
vulnerabilities in the systems and networks
supporting your essential function, as well as
a good understanding of your data processing
activities in all areas of your organisation. This
includes evaluation of repeated or significant
near misses.

The output from your risk management
process is a clear set of requirements that will
address the risks in line with your
organisational approach to security and 1G
more widely.

Significant conclusions reached In the course.
of your risk management process are
communicated to key decision-makers and
accountable individuals,

Your risk assessments (including DPIAs) are
dynamic and updated in the light of relevant
changes which may include technical changes
to networks and Information systems, change
of use ar processing, and new threat
infarmation.




Continuity of expectations

1. DSPT evidence items mapped Legacy profile
DSPT/CAF outcome (DSPT v6 'Cat1’
to CAF outcomes mapping)
Principle Outcome - PA A
2. Coverage for each CAF — |
Objective A - Managing risk
outcome | Governance A1.a Board Direction

A1.b Roles and Responsibilities

A1.c Decision-making

Risk Management

3. ‘Legacy’ CAF profile (right) A2.a Risk Management Process <
A2.b Assurance <
4_ Proposed ‘year 1’ prof”e, Asset Management A3.a Asset Management
Intended to be no less
stringent than current DSPT  |Supply Chain Ad.a Supply Chain am
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?EST This is a new service - your feedback will help us to improve it

% Data Security and Protection Toolkit T
nglan

This is a test site and is not intended for live use.
Test CAF organisation ~ Change organisation Organisation search News Help

Provide audit details  Report an incident  Admin ~

Complete your assessment for YYYY-YY (version N)

The Cyber Assessment Framework provides a systematic and comprehensive approach to
assessing the extent to which cyber and data security risks to essential functions are being
managed.

Completing this self-assessment will demonstrate that your organisation is working towards
or meeting the required standard.

Objectives

Select an objective to assess your organisation against each principle associated with it.

A. Managing risk B. Protecting against cyber attack and data
breaches

Appropriate organisational structures, policies, and processes

in place to understand, assess and systematically manage ° Proportionate security measures are in place to protect °

security risks to information, systems and networks information, systems and networks supporting essential

supporting essential functions. functions from cyber attack and data breaches.

C. Detecting cyber security events D. Minimising_the impact of incidents

Capabilities exist to ensure security defences remain effective Capabllities exist to minimise the adverse Impact of an

and to detect cyber security events affecting, or with the ° incident on the operation of essential functions, including the °

potential to affect, essential functions. restoration of those functions where necessary, and to uphold

the rights of impacted individuals.

E. Using_ and sharing_information

The organisation ensures that information is used and shared °
lawfully and appropriately.

Tell us what you think of the service

Contact us | Accessibility statement | Privacy and cookies | Terms and conditions © 2024 NHS Digital
Build: 717_7442cf54




[TEST | Ths i 3 new serice - your tastiack i help s 1o irove t

i3 Dpata Security and Protection Toolkit i
England

This is a test site and is not intended for live use.
Test CAF organisation  Change organisation Organisation search News  Help

[ES—— talls  Reportan incident  Admin ~

Complete your assessment for yyyy-yy (Version Z)

The Cyber Assessment Framework provides 3 systematic and comprehensive approx
ing the extent to which cyber and data securlty risks 1o essential funcions are being
managed

Completing thi ssment will demonstrate that your organisation is working i
meeting the required standard

€ Back 1o objectives

Objective B
Protecting against cyber attack and data breaches
Proportionate security measures are in place to protect information,
systems and networks supporting essential functions from cyber
attack and data breache:

Progress

3 of 20 outcomes completed

Principle B1
Policies and processes

defines, and enforces
policies and processes that direct its overall approach to securing information,
systems and data that support operation of essential functions.

Contributing Outcomes

Bta Policy and process development PARTIALLY ACHIEVED
You have developed and continue to Improve a set of Informafion assurance and
restience policles and processes that manage and mitigate the risk of adverse

e essential function

No Owner (Assign Owner)

B1b Policy and process implementation NOT COMPLETED

You h:

e successtully implemented your informatic urance policies and

processes and can nstrate the benefits achieved

No Owner (Assign Owner)
Principle B2

Identity and access control

The documents and

systems and networks supporting the operation of essential functions. Individuals (or
automated functions) that can access data or systems are appropriately verified,
authenticated and authorised.

Contributing Outcomes

B2a Identity verification, authentication and authorisation NOT ACHIEVED
You robustly verify, authenticate and authorise access 10 the Information, systems

and networks supporting your essential functio

Includes policy requirement
No Owner (Assign Owner)

B2b Device management ACHIEVED
You fully know and have trust in the devices that are used 10 access your
information, systems and networks that support your essential function.

Owner:
No Owner (Assign Owner)

B2c Privileged user management NOT COMPLETED
You ciosely manage privileged user acoess to networks and information systems

ting the essential function

supp

Owner:
No Owner (Assign Owner)

824 Identity and access management (IdAM) NOT COMPLETED

You closely manage ol for users, devices and

maintain identity and access

orks and information system orting the essential

Owner:
No Owner (Assign Owner)
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In a few specific areas, the CAF
will be bolstered by explicitly-
worded policy requirements
which users will need to comply
with to meet an outcome

This Is for areas where
outcomes need to be interpreted
less broadly by organisations to
reduce risk

The goal is to keep CAF-aligned
“policy requirements” to a
minimum

MFA, DSPT Audit, Responding
to a cyber alert,



In a few specific areas, the CAF will
be bolstered by explicitly-worded
data collections which users

will need to provide to meet

an outcome

These are in Unsupported systems,
Privileged access
and Top 3 Data Security Risks



Monthly breakdown of activity

Draft timescale — subject to June 2024 July 2024
change.
Complete current DSPT v6 by 30 Series of webinars to be delivered
June. over a 6 week period — covering

« Dates for webinars to be _
each section of the new DSPT

communicated in May/early DSPT v7 standards and assertions _ _ _
June 2024. to be published with guidance. reqqlrements and an introduction
« Option for users to raise Users can log queries via MS form. webinar.

gueries via MS form in June on
the new DSPT v7 ahead of the

webinars. August 2024 September 2024

« Messaging will be repeated
again in September, once the

Reminder comms about the new New DSPT v7 launched / available
system has been updated and ) .
: : changes and link to webinar on the system.
the new interface is up and .
recordings.

running. Signpost to webinar recordings.

Deliver updated webinar if needed.
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Webinars content — Introduction and then aligned to the 5
sections of DSPT

Week 1 Week 2

A - Managing risk B - Protecting against cyber
attack and data breaches

Week 3 Week 4 Week 5

C - Detecting cyber security D - Minimising the impact of E - Using and sharing
events Incidents information appropriately
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How can you help

* Interested in participating in User research sessions for the move to CAF
 Email: england.cyberresearch@nhs.net

* Webinar programme https://www.dsptoolkit.nhs.uk/News/webinars
« Extra Webinars in June covering Improvement plans etc.,

« Caf Webinars will begin in July 2024.
» Regional Briefing on-going watch out for your local SIGN group

« Watch out for an email from Network and Information Systems regulation (NIS) team coming
out about Independent providers who are operators of essential service and warning that some
of them will be Approaching Standards as it is their first year at Catergoryl.

30
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England

Thank You

¥ @nhsengland

Y company/nhsengland

england.nhs.uk
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